Université Libanaise

Faculté d’Information

A} dealall

ey

Brl Ja¥ g il
gatadl plall LA 3500
20242023
Data Security :32W) Hlat il
el QAN lagaad A
) ol L2 336N \ SN B0

.

Exercise I: Multiple choice: (10 points)

6-

The physical layer is concemed with
a) bit-by-bit delivery

b) process to process delivery

c) application to application delivery
d) port to port delivery

TCP/IP model does not have layer but OSI model have this layer.

a) session layer

b) transport layer
c) application layer
d) network layer

Which layer is used to link the network support layers and user support layers?

a) session layer

b) data link layer

c) transport layer

d) network layer

Which layer provides the services to user?
a) application layer

b) session layer

c) presentation layer

d) physical layer

Transmission data rate is decided by
a) network layer

b) physical layer

c) data link layer

d) transport layer

The data link layer takes the packets from _______
transmission.

a) network layer
b) physical layer
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and encapsulates l‘cm into frames for




¢) transport layer
d) applicdtion layer
7- The network layer is concerned with of data.
a) bits
b) frames
¢) packets
d) bytes .
8- Which one of the following is not a function of network layer?
a) routing
b) inter-networking
c) congestion control
d) error control
9. Which of the following statements about a network’s infrastructure is tryg?
a. A network infrastructure includes hardware products only
b. A network infrastructure includes software products only .
c. A-network infrastructure includes both hardware and software products
d. A network infrastructure is a design that does not include specific hardware or software
products
10- Which is not a application layer protocol?
a) HTTP
b) SMTP
c) FTP
d) TCP
Exercise [1: Short answers (10 pts):
,r,/ What is the difference between passive and active security attacks? (10 pts)
2 List and briefly define categorics of security services. (10 pts)

Exercise I11. Asymmetric Encryption ‘RSA’ (30 pts) \

Asymmetric key encryption uses different keys for encryption and dccryption. These two keys are
mathematically related and they form a key pair. One of these two keys'should be kept private, called
private-key, and’ the other can be made, called public-key. Popular private-key algorithm is RSA
(invented by Rivest, Shamir and Adlemen). The public key is (n, €) and the private key is (n.d).

Part A

E:xplain how these keys can be used for: 1) Confidentiality . 2) authentication

Part B :

Suppose you want to exchange data by using the RSA algorithm. By choosing p = 11,q = 23:

/. Compute n and z.

2. Which of the following vaiues: e=2, =3 and e=4 is the best suitable for encrypting? Justify

i User B want to send you the message m=165. Determine the cipher text C resulting from
encryption of the message m.

In order to decrypt the cipher text C and obtain the same initial message m sent by the user B, ¢ and
d must verify the relation: ed=1 mod(z). \ ‘

e . 1 . " .
Which of the following values, d=145, d=146 and d+147, is the best suitable for d? Justify

w
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6. Dec
TYpt the ciph
Exercise | Phertext C,

A D Y. CFB: Cipher Block Chaining (30 pts) \
. [ 1 " . . .
scribe and give the functions for the CFB encryption and decryptidn algorithms.

Lk Vr i f _ 0104
thc VI = 110004010000 the initialization vector, M = 10011 00111 00109 00001 1010 00010 o;, k
e plaintext and K the permutation encryption key which allows in our casc 10 complement the . 0‘3
(example: for a block B of size 4, B= 1011 = K(B) = 0100). Notice if that there isn't a full 12 bits In

the last block of plaintext. To resolve this problem, we will usc padding. We will alternate 1's and 0's-
until a complete block is made.

# Determine the cipher text C.
f Decrypt the cipher text C.

/A7 What is the difference between CBC and CFB algorithm?
Exercise V. Hashing (20 pts) .
¥ What is Hashing and its objective? \
27 What is the SHA-256 Algorithm?
3- What are the Characteristics of the SHA-256 Algorithm? .

4- Give the steps in SHA-256 Algorithm and illustrate then with a schema
5- Give two Applications when we use SHA.
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